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Introduc.on	  
�  Project	  models	  a	  site-‐to-‐site	  VPN	  network	  
	  
� We	  analyze	  the	  performance	  of	  some	  commonly	  used	  
applications	  (in	  an	  office	  environment)	  such	  as	  email,	  FTP	  
and	  remote	  log-‐in	  over	  a	  firewall-‐protected	  IP	  VPN	  
connection	  

	  
�  OPNET	  used	  to	  simulate	  basic	  and	  expanded	  scenarios	  
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Background	  Informa.on	  
�  Virtual	  Private	  Network	  (VPN)	  allows	  remote	  users	  to	  
connect	  to	  a	  central	  organizational	  network	  using	  public	  
telecommunication	  infrastructure,	  such	  as	  the	  Internet	  

	  
�  Data	  being	  transferred	  through	  the	  VPN	  tunnel	  is	  secured	  
using	  various	  encryption	  technologies	  

	  
�  No	  need	  to	  build	  dedicated	  leased	  lines	  to	  connect	  remote	  
users	  to	  a	  private	  network	  

4	  ENSC	  427:	  Communication	  Networks	  -‐	  Spring	  2012	  



Mo.va.on	  
�  Analyze	  the	  application	  server’s	  Quality	  of	  Service	  	  

�  Observe	  VPN	  tunnel	  performance	  due	  to	  increase	  in	  traffic	  
	  
�  Explore	  types	  of	  network	  expansions	  supported	  under	  the	  
IP	  VPN	  configuration	  in	  OPNET	  

�  Get	  a	  better	  understanding	  of	  what	  parameters	  can	  be	  
modified	  under	  secure	  site-‐to-‐site	  VPN	  networks	  
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Network	  Topology	  (Baseline)	  
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Network	  Topology	  (Expanded)	  
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Scenarios	  
�  Workstations	  will	  attempt	  to	  access	  applications	  on	  the	  server	  

through	  site-‐to-‐site	  VPN	  tunnelling	  
	  
�  Applications:	  Heavy	  Email,	  FTP,	  and	  remote	  login	  
	  
�  Scenarios:	  	  

1.  2	  workstations	  connecting	  to	  an	  Internet	  cloud	  through	  2	  
different	  routers,	  which	  connects	  to	  the	  server	  through	  a	  firewall	  
and	  final	  router	  connected	  to	  the	  server	  

2.  Expansion	  of	  above	  network	  with	  5	  workstations	  on	  each	  router	  
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Simula.on	  Results	  
Baseline	  Network	   Expanded	  Network	  
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Simula.on	  Results	  
Server	  Processing	  Time	   IP	  VPN	  Tunnel	  Delay	  
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Simula.on	  Results	  (8	  hours)	  
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Conclusion	  
�  IP	  VPN	  Tunnel	  delay-‐curves	  similar	  in	  both	  scenarios	  

�  Increase	  in	  traffic	  affects	  server	  performance	  greater	  than	  
the	  VPN	  tunnel	  delay	  

�  Current	  model	  unable	  to	  support	  more	  than	  two	  routers	  
with	  client	  workstations	  connecting	  to	  the	  Internet	  

�  Difficulties	  in	  finding	  the	  relevant	  statistics	  
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Future	  Work	  
�  Expand	  the	  network	  even	  further	  by	  adding	  more	  
workstations	  

	  
� Work	  with	  MPLS	  VPN	  to	  compare	  performance	  with	  
additional	  routers	  and	  multi-‐office	  networks	  

� Model	  Video-‐Conferencing	  correctly	  between	  internal	  and	  
remote	  workstations	  
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