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� Mobile Ad-hoc Network (MANET) 
›  “For This Purpose Only” 
›  Self-forming 
›  No central controller 
›  Dynamic topology 
›  Light-weight terminals 
›  Anywhere & anytime 

›  Security threats 

Picture source: http://lavalink.com/wp-content/uploads/2012/09/ad_hoc__infrastructure.jpg 3 



�  Blackhole attack (Packet drop attack) 
›  A type of denial-of-service (DDos) attack 

›  Nodes in MANET are vulnerable 

›  Occurs from a node becoming 
compromised 

›  Hard to detect and prevent 

›  Can be easily deployed to attack MANET 
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�  Simulation Tools 
›  Network Simulator 2.35 (NS-2.35) Mac Version 

�  Simulation Parameters 

Routing Protocol AODV 

Agent UDP 

Application CBR 

# of nodes in total 25 

# of blackhole 2 

# of source node 4 

# of destination node 1 

# of medium node 18 
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Time (Second) Event Transmission Route 

0 N0 moving upward N/A 

1 N0 sending packets 0-7-13 

5.90 N0 stops moving 0-6-2 

20 N0 stops sending pkt/ 
N4 starts sending pkt 

4-9-13 

25 N4 moving right 4-9-13 

32 N4 still moving 4-13 

33.50 N4 still moving 4-7-13 

34.45 N4 still moving 4-19-21 

36.80 N4 still moving 4-16-21 

37.80 N4 still moving 4-20-21 
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Time (Second) Event Transmission Route 

40 N4 stops moving/ 
N4 stops sending pkt/ 
N22 sending pkt/ 
N20 moving left 

22-20-21 

40.5 N20 still moving 22-20-19-21 

44.9 N20 still moving 22-16-21 

56.80 N20 stops moving 22-16-21 

60 N22 stops sending pkt/ 
N24 starts sending pkt 

24-21 

61 N21 moving left 24-21 

63 N21 still moving 24-23-21 

66 N21 still moving 24-23-19-21 

67.9 N21 stops moving 24-23-19-21 

100 N24 stops sending pkt N/A 
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N22	  stops	  
transmi-ng

/	  
N24	  starts	  
transmi-ng	  

N20	  stops	  
moving	  

N4	  stops	  
transmi-ng

/	  
N22	  starts	  
transmi-ng

/	  
n20	  moving	  

to	  le5	  

N0	  starts	  
transmi-ng	  

N0	  starts	  
moving	  
upward	  

0	  

0-‐7-‐13	  

1	   100	  5	  5.9	  

N0	  stops	  
moving	  

20	  

N0	  stops	  
transmi-ng	  

/	  
N4	  starts	  

transmi-ng	  

25	  

N4	  starts	  
moving	  	  
to	  right	  

32	   33.5	  34.5	  36.8	  37.8	  40	  40.5	  44.9	   56.8	  60	  61	   63	   66	   67.9	  

N21	  starts	  
moving	  le5	  

N21	  stops	  
moving	  

N24	  stops	  
transmi-ng

/	  
End	  of	  

simula@on	  

0-‐6-‐2	  

4-‐9-‐13	  

4-‐13	  

4-‐17-‐13	  

4-‐19-‐21	  

4-‐16-‐21	  

4-‐20-‐21	  
22-‐20-‐21	  

22-‐20-‐19-‐21	  

22-‐20-‐21	  

24-‐21	  

24-‐23-‐21	  

24-‐23-‐19-‐21	  
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�  Tool used 
›  NS-2  

 Visual Trace 
Analyzer 
 0.2.72 

 
›  Perl scripts 
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Blackhole disabled Blackhole enabled 

N 2 

N 21 
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Blackhole disabled Blackhole enabled 

N2 

N21 
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Blackhole disabled Blackhole enabled 

 
 
 
 
 
 
 
 
 
N13  
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Blackhole disabled Blackhole enabled 

Sent Packets 1241 1241 

Received Packets 1237 226 

Packets Dropped 4 1015 

PDR 99.6777 % 18.2111 % 

Average Path Length 2.007276 8.584071 

Information of the overall simulation model in two scenarios: 
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�  Potential of MANET based applications 
�  Blackholes have significant impact on 

the MANET 
�  Black holes are invisible in large topology 

of the network 
� Can only be detected by monitoring the 

lost traffic 
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�  SeungJun (John) Lee: 
›  Concept of Communication Networks 
›  Understand the Black-Hole attack in network  
›  Routing Protocol in Mobile Network  

�  Paul Chen: 
›  Wireshark, NS related softwares and perl 

scripts 
›  Time management is critical and always 

prepare a backup plan 
›  Don’t be afraid of what might go wrong 
›  Communication within the group is the key 
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